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File reference: SBCR 1/3231/2022 Pt. 5 
 
 

LEGISLATIVE COUNCIL BRIEF 
 

PROTECTION OF CRITICAL INFRASTRUCTURES 
(COMPUTER SYSTEMS) BILL 

 
 

INTRODUCTION 

 At the meeting of the Executive Council on 3 December 2024, the Council 
ADVISED and the Chief Executive ORDERED that the Protection of Critical 
Infrastructures (Computer Systems) Bill (“the Bill”), at Annex A, should be introduced 
into the Legislative Council (“LegCo”). 

JUSTIFICATIONS 

2. Critical infrastructures (“CIs”) refer to infrastructures that are necessary for or 
of great importance to the maintenance of normal functioning of society and the normal 
life of the people.  Nowadays, the operation of CIs has become more dependent on the 
Internet, computer systems, telecommunications infrastructures and smart devices, etc.  
Their computer systems are also increasingly vulnerable to attacks with serious 
consequences.  In the event that the operation of CIs is disrupted as a result of attacks 
on their computer systems, there may even be rippling effects affecting the entire society, 
seriously jeopardising the public interest including the economy, people’s livelihood 
and public safety.  

3. In this regard, laws and regulations protecting the security of computer systems 
of CIs have become increasingly common in other jurisdictions1, all explicitly requiring 
operators of critical infrastructures to implement measures to protect their computer 
systems, enhance their capabilities to respond to attacks, and report to the regulatory 
                                           
1  Similar legislation has been enacted in the Mainland China, Macao Special Administrative 

Region (“Macao SAR”), Australia, the European Union (“EU”), Singapore, the United 
Kingdom (“UK”) and the United States (“US”), etc.  A relevant bill is also under 
deliberation by the Parliament of Canada.   
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authority in the event of security incidents on computer systems.  The Bill is drafted 
with reference to the legislation in other jurisdictions with modifications with regard to 
Hong Kong’s local situation. 

THE PROPOSED LEGISLATIVE REGIME 

 Purpose and Principles 

4. The Bill aims to impose statutory requirements to ensure that operators of CIs 
that have been designated under the Bill (“CIOs”) have put in place appropriate 
measures to protect their computer systems and minimize the chance of essential 
services being disrupted or compromised due to cyberattacks, thereby maintaining the 
normal functioning of the Hong Kong society and the normal life of the people.  This 
is conducive to enhancing the overall computer-system security in Hong Kong.  It also 
provides for the powers of a Commissioner (to be appointed under the Bill (see Part E)) 
and designated authorities (“DAs”) (see Part G) for the implementation of the new 
legislative regime, which seeks to: 

(a) set out a regulatory model that is suitable for Hong Kong with reference to 
legislative approaches of other jurisdictions; 

(b) regulate CIOs that are necessary for (i) the continuous provision of essential 
services or (ii) maintaining important societal and economic activities in Hong 
Kong, most of which are large organizations, and hence small and medium 
enterprises and the general public will not be subject to the regulation of the 
Bill; 

(c) require CIOs to bear the responsibility for protecting the security of their 
computer systems that are essential to the core functions2  of the CIs (see 
paragraph 14 below), which in no way targets personal data and trade secrets; 
and 

(d) set out statutory obligations (see paragraph 15 below) which are basic 
requirements, from which CIOs can build up and enhance their capabilities for 
securing their computer systems with regard to their own needs and 

                                           
2  “Core functions” refer to the provision of essential service or any function that is essential 

to the maintenance of critical societal and economic activities in Hong Kong. 
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characteristics.   

5. By requiring CIOs to set up dedicated management units to oversee their 
computer-system security, and take preventive measures including drawing up 
computer-system security management plans, conducting risk assessment and audits, 
the Bill would enhance CIOs’ resilience against attacks on their computer systems and 
better prepare them for any emergency situations.  Moreover, CIOs will be required to 
notify the Commissioner of computer-system security incidents while taking measures 
to respond to the incidents and recover the system.  The Commissioner may, where 
necessary, provide timely assistance in remedial measures to contain the problem and 
reduce the chance of affecting other CIs, thereby maintaining the normal functioning of 
the Hong Kong society and the normal life of the people. 

6. While the legislative intent is not to punish CIOs in case of breaches, in order 
to ensure effective implementation and enforcement, relevant offences and appropriate 
penalties must be stipulated.  After balancing the impact of the legislative regime on 
institutions and the need to ensure sufficient deterrent effect, penalties for non-
compliance will be imposed on an organization basis.  That said, if any non-
compliance involves violation of existing criminal laws, such as making false 
statements, using false instruments or other fraud-related offences, the persons involved 
could be held criminally liable, and such offences will be investigated by other 
responsible law enforcement authorities. 

 Scope of Regulation 

CIs 

7. CIs are the linchpin of society and economy and are crucial to the normal 
functioning of society.  Their computer-system security must be safeguarded.  The 
Bill covers two major categories of CI as follows: 

(a) Category 1 - Infrastructures for continuous provision of essential services 
in Hong Kong: these relate to services that are vital for our everyday life, 
which, if disrupted, compromised, or rendered unavailable for an extended 
period, will significantly impact the everyday life and functioning of society.  
In this regard, the Bill sets out eight sectors, namely (1) Energy; 
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(2) Information Technology; (3) Banking and Financial Services; (4) Land 
Transport; (5) Air Transport; (6) Maritime Transport; (7) Healthcare Services; 
and (8) Telecommunications and Broadcasting Services.  Reference has been 
made to other jurisdictions with relevant legislation that also sets out sectors 
of essential services; and  

(b) Category 2 - Infrastructures for maintaining critical societal and 
economic activities: these relate to infrastructures (e.g. major sports and 
performance venues, major technology parks, etc.) the damage, loss of 
functionality or data leakage of which may hinder or otherwise substantially 
affect maintenance of critical societal and economic activities in Hong Kong.  
Reference has been made to the legislation of the UK, Australia, the US and 
the EU, which also covers infrastructures with similar descriptions. 

8. Having made reference to the practice of the UK, the Bill sets out the following 
factors which may be taken into account in ascertaining whether an infrastructure is a 
CI –  

(a) the kind of service provided by the infrastructure; 

(b) the implications if the infrastructure is damaged, loses functionality or suffers 
any data leakage; and 

(c) any other matters the Commissioner or DA considers relevant. 

Non-application to the Government 

9. The Bill does not apply to the Government.  Notwithstanding, Government 
bureaux/departments must abide strictly by the Security Regulations and the detailed 
Government Information Technology Security Policy and Guidelines (“Policy and 
Guidelines”), which are reviewed and updated regularly with reference to the latest 
international standards and industry best practices.  The Digital Policy Office (“DPO”) 
also regularly conducts compliance health checks on government public-facing 
information systems and in-depth audits for Government bureaux/departments.  
Moreover, violation of the Policy and Guidelines by public officers may be liable to 
disciplinary actions.  In this regard, we consider it appropriate to continue to regulate 
Government bureaux/departments with the Government’s established practice to ensure 
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compliance by an administrative approach without incorporating them into the 
proposed legislation. 

 Targets of Regulation 

10. The Bill provides that only CIOs designated under the Bill and their computer 
systems that have been designated under the Bill as critical computer systems (“CCSs”) 
will be regulated.   

CIOs 

11. Given that most of the CIs are operated by large organizations, with reference 
to the practices of the UK, Australia and the EU, the Bill adopts an “organization-based” 
approach, i.e., using the organization responsible for operating a CI as the unit on which 
the obligations in relation to protecting the security of its computer systems are imposed, 
so as to ensure that each organization designated as CIOs has a requisite plan to protect 
its CCSs. 

12. If the Commissioner or DA is satisfied that an infrastructure is a CI having 
regard to the considerations set out in paragraph 8 above, the Commissioner or DA may 
designate an organization as a CIO taking into account, among others, the following 
factors:  

(a) how dependent the core function of the infrastructure concerned is on 
computer systems;  

(b) the sensitivity of the digital data controlled by the operator in respect of the 
infrastructure concerned; 

(c) the extent of control of the organization has over the operation and management 
of the infrastructure concerned; and 

(d) any information provided in relation to the infrastructure in respect of the factors 
set out in paragraph 8 above. 
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13. To prevent CIs and CIOs from becoming targets of attack, the Bill only sets 
out the names of the essential services sectors in Schedule 1, instead of disclosing the 
list of CIs and CIOs.  This approach is in line with the practice of other jurisdictions 
(e.g. the UK and Australia). 

CCSs 

14. While CIOs may have many computer systems, to enable the CIOs to focus 
their resources to protect the most important systems, the Bill only imposes obligations 
with respect to computer systems that are essential to the core functions of CIOs and 
are accessible by the CIOs in or from Hong Kong.  Such computer systems may be 
designated under the Bill as CCSs for the CIs concerned.  This is in line with the 
practices of Australia, the UK and the EU.  In considering whether to designate a 
computer system as a CCS, the Commissioner or DA may take into account, among 
others, the following factors:   

(a) the role of the computer system in respect of the core function for a CI; 

(b) the impact on such a core function if the computer system is disrupted or 
destroyed; 

(c) how related the computer system is with any other computer systems of the 
CIO concerned; and 

(d) how related the computer system and any other computer systems of the CIO 
concerned are with those of any other CIOs. 

The requirements of the Bill apply to all CCSs that have been designated as such.  

 Obligations of the CIOs 

15. To ensure that CIOs will put in place a sound management structure to 
implement the necessary measures to protect the security of their CCSs, and promptly 
respond to and recover the affected systems when they are attacked, with reference to 
the relevant legislation in Australia, the UK and the EU, the Bill imposes on CIOs three 
categories of statutory obligations, namely Category 1 obligations (organizational); 
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Category 2 obligations (preventive); and Category 3 obligations (incident reporting and 
response), as listed below: 

Category 1 obligations (Organizational) – CIOs must: 

(a) maintain an office in Hong Kong and notify the Commissioner or DA of the 
address (and report any subsequent changes); 

(b) notify the Commissioner or DA of operator changes in relation to the CIs; and  

(c) maintain a computer-system security management unit (in-house or 
outsourced) which has to be supervised by an employee of the CIO who 
possesses adequate professional knowledge. 

The main purpose of Category 1 obligations is to ensure that the CIO implements a 
sound management structure for protecting the security of computer systems and to 
ensure effective communication between the CIOs and the Commissioner or DA for the 
smooth implementation of the regulatory regime. 

Category 2 obligations (Preventive) - CIOs must: 

(d) notify the Commissioner or DA of material changes to their computer 
systems, including changes to design, configuration, security, operation, etc., of 
their CCSs; 

(e) prepare and implement a computer-system security management plan and 
submit the plan to the Commissioner or DA;  

(f) conduct a computer-system security risk assessment at least once every year 
and submit a report to the Commissioner or DA; and 

(g) arrange for an independent computer-system security audit to be carried out 
at least once every two years and submit a report to the Commissioner or DA. 

The main purpose of Category 2 obligations is to ensure that the necessary measures 
are put in place to protect the security of the CCSs of the CI and to prevent attacks on 
the CCSs of the CI. 
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Category 3 obligations (Incident Reporting and Response) - CIOs must: 

(h) participate in a computer-system security drill organized by the Commissioner; 

(i) prepare and implement an emergency response plan and submit it to the 
Commissioner; and 

(j) notify the Commissioner of the occurrence of computer-system security 
incidents (i.e. any event that involves access to the CCSs or any other act done 
on or through the CCS or another computer system without lawful authority, 
which has an actual adverse effect on the computer-system security of the CCSs3) 
in respect of CCSs.  Serious incidents which have disrupted, are disrupting or 
will likely disrupt the core function of CIs must be reported within 12 hours 
after the CIO becomes aware of the incidents, while other incidents must be 
reported within 48 hours.  

The main purposes of Category 3 obligations are to ensure that CIOs are capable of 
responding to incidents and recovering promptly; and, in the event of attacks, allow the 
relevant authorities to investigate the cause, take timely actions to prevent further 
attacks, and plug system loopholes to reduce the possible spread of the problem. 

 Commissioner’s Office 

16. A Commissioner’s Office responsible for the implementation of the legislative 
regime, including the designation of CIOs and CCSs and monitoring their compliance 
with the statutory obligations, will be set up under the Security Bureau (SB).  It will 
be headed by a Commissioner to be appointed by the Chief Executive.  The key duties 
and functions of the Commissioner include – 

(a) identifying CIs and designating CIOs and CCSs; 

(b) issuing codes of practice (CoPs) in respect of CIO obligations; 

                                           
3  Examples include unauthorized access to, or control of, the computer system by means of 

hacking, unauthorized interception of data, denial of service (DDoS) attack, etc.  In other 
words, other events such as mere physical attacks to CIOs (e.g. burglary into CIs) that do 
not affect the computer-system security of the CCS, or disruption of service due to natural 
disasters or technical problems, need not be reported. 
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(c) monitoring and supervising compliance with the provisions of the Ordinance; 

(d) regulating CIOs with regard to the computer-system security of the CCSs; 

(e) monitoring, investigating and responding to computer-system security threats 
and computer-system security incidents in respect of CCSs of CIs;  

(f) coordinating the implementation of the Ordinance with DAs (see Part G below) 
and government bureaux/departments; and 

(g) performing any other functions that are imposed or conferred on the 
Commissioner under the Ordinance or any other Ordinance. 

 CoPs 

17. While the compliance of certain statutory obligations, such as submitting 
various information, plans or reports within the prescribed deadline, is relatively 
straightforward, the compliance of some other obligations may involve varying forms 
or degrees in terms of scopes, methodologies and processes.  The Commissioner and 
DAs will be empowered to issue CoPs, including sector-specific ones, to set out 
recommended standards and provide practical guidance to CIOs to fulfil the Categories 
1, 2 and 3 obligations4.  The approach is similar to that of Singapore. 

18. In formulating and updating the CoPs, the Commissioner and DAs would take 
into account the latest technology and international standards, and consult relevant 
stakeholders as appropriate.  CoPs are not subsidiary legislation, nor would failure to 
comply with the provisions of CoPs in itself constitute an offence.  However, the 
Commissioner or DA may issue written directions to require CIOs to take any action in 
relation to the compliance with obligations (such as revising and resubmitting a 
document) if there has been non-compliance or defective compliance with such 
obligations, which may be considered with reference to CoPs.  Failure to comply with 
such directions would be an offence.  An outline of the CoP is at Annex B.   

                                           
4   For example, the Bill will require the CIOs to submit a computer-system security audit 

report at least once every two years; whereas the CoP will set out the relevant professional 
qualifications that an independent computer-system security auditor should possess, the 
scope of the audit, etc. 
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 DAs for Certain Sectors 

19. Some of the essential service sectors to be regulated under the legislative 
regime are already comprehensively regulated by other specialized authorities, e.g. (1) 
the banking and financial services sector regulated by the Monetary Authority (“MA”), 
and (2) the telecommunications and broadcasting services sector regulated by the 
Communications Authority (“CA”).  These sectors are subject to the existing 
regulatory regimes in relation to the provision of essential services which are mature 
and well-established, and some of which have in place guidelines on certain specific 
aspects of computer-system security. 

20. Considering that the MA and CA are most familiar with the actual practices 
and needs of the respective sectors currently regulated by them, the Bill designates them 
as DAs to carry out certain statutory functions in respect of CIOs in the sectors regulated 
by them.  Similar practice of assigning the regulation of certain CIOs to sectoral 
regulators is also seen in relevant laws of the UK, Australia and the US. 

21. DAs will be empowered to designate CIOs and CCSs in respect of the sectors 
regulated by them, and monitor their compliance of Category 1 obligations 
(organizational) and Category 2 obligations (preventive).  CIOs regulated by DAs will 
report to their respective DAs on these two types of obligations.  DAs are also 
empowered to issue CoPs to set out standards applicable to CIOs regulated by DAs in 
relation to Categories 1 and 2 obligations with reference to prevailing and/or trade 
standards. 

22. In order to ensure that the Commissioner will have a full grasp of the situation 
of incident reporting and response of all CIOs, the Commissioner will take full charge 
of monitoring compliance of Category 3 obligations on incident reporting and response 
in respect of all CIOs, including CIOs regulated by DAs.  The Commissioner will 
coordinate contingency plans and prevent incidents from spreading to other CIs.   

23. To ensure that the Commissioner has full control of the implementation and 
enforcement of the requirements of the Bill so as to protect the security of CCSs of all 
CIs in Hong Kong as a whole, the Commissioner also retains the power to issue written 
directions to all CIOs (including CIOs regulated by DAs) under the legislative regime.  
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In practice, we envisage that the Commissioner and the DAs will consult each other as 
needed in carrying out their respective functions under the Bill. 

 Offences and Penalties 

24. Violations under the legislative regime constitute offences subject to the 
defences of “due diligence” in respect of non-compliance with the Categories 1, 2 and 
3 obligations or written directions, and “reasonable excuse” for other offences.  The 
obligations and requirements under the Bill which will result in offences and penalties 
for non-compliance will be imposed on CIOs at the organizational level only, and are 
not designed to target at their staff at individual level.  

25. Taking into account the legislative intent and making reference to the relevant 
legislation of the UK and EU, the penalties under the Bill will only include fines, with 
maximum level ranging from HK$500,000 to HK$5 million, and additional daily fines 
for persistent non-compliance for certain continuing offences, the maximum of which 
range from HK$50,000 to HK$100,000.   

 Powers of the Commissioner and DAs  

26. The Bill empowers the Commissioner and DAs5 to exercise various powers 
to – 

(a) obtain information for the purpose of designating CIOs and CCSs; 

(b) obtain information to better understand the CCSs of the CIOs for threat 
assessment, incident response preparation and ascertaining compliance of 
obligations; and 

(c) investigate offences under the legislation.   

Moreover, the Commissioner will be empowered to investigate the cause of any event 
that has or is likely to have an actual adverse effect on CCS (e.g. a disruption or failure 
                                           
5  The powers exercisable by DAs only relate to the CIOs regulated by them and 

Categories 1 and 2 obligations. 
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of CCS) for the purpose of identifying whether a computer-system security threat or 
computer-system security incident has occurred, and to investigate and respond to 
computer-system security threats and computer-system security incidents. 

27. The Bill sets out specific conditions for the exercise of the above powers, 
which officers can exercise such powers and whether a magistrate’s warrant is needed.  
For instance, in terms of powers to respond to computer-system security incidents, the 
Commissioner’s authorized officer may, with the direction of the Commissioner, 
request a CIO to answer questions and submit information on the incident after its 
occurrence.  If the CIO is unwilling or unable to respond to the incident, the authorized 
officers may, subject to certain conditions, request the CIO to assist in the investigation 
and take remedial measures.  In case the CIO is unwilling or unable to cooperate, the 
authorized officers may apply for a magistrate’s warrant in order to require an 
organization other than the CIO who appears to have control over the CCS to assist in 
the investigation.  Further powers to enter premises on which the CCS concerned is or 
is likely to be located for investigation and taking remedial measures may only be 
exercised by the authorized officers with warrant issued by the magistrate, and such 
power may be exercised without a warrant exceptionally and only in the case of 
emergencies.  A warrant will only be issued if the magistrate is satisfied that all 
conditions prescribed in the Bill are met. 

 Appeal Mechanism  

28. The Bill provides for an independent appeal mechanism for CIOs who disagree 
with a designation of CIO or CCS, a written direction issued by the Commissioner or 
DAs, or a decision to impose a requirement in relation to a computer-system security 
risk assessment or audit.  In this regard, the Chief Executive will be empowered to 
appoint an appeal panel, comprising at least 15 members, one of which being the 
chairperson.  An appeal board will be formed by drawing from the panel to hear each 
appeal.  Members of the appeal board should include legal professionals and 
information technology professionals, etc., to ensure that there is balanced and 
independent third-party expertise in considering an appeal.  The board may decide to 
affirm, reverse or vary a decision.   
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 Subsidiary legislation 

29. Certain details relating to implementation of the Bill, including the powers of 
the Commissioner or the statutory obligations of the CIOs, may need to be 
supplemented, updated or amended from time to time in future.  The Bill empowers 
the Secretary for Security to specify or amend by way of subsidiary legislation matters 
such as the sectors that are regarded as essential services sectors; the list of DAs; the 
essential scopes of computer-system security management plans, security audits, risk 
assessments and emergency response plans; the time for notifying computer-system 
security incidents and details of the appeal mechanism, etc. 

OTHER OPTIONS 

30. The proposed legislative regime cannot be implemented without introducing 
new legislation.  We have considered the alternative of regulating computer-system 
security of CIs by amending existing sectoral regulations.  However, this lacks 
comprehensive standards, as not every CI is regulated by sectoral regulators, and the 
existing regulations often vary widely across sectors.  Moreover, the lack of bespoke 
legislation for protecting computer-system security of CIs falls behind the international 
trend, leaving Hong Kong at a competitive disadvantage.   

THE BILL 

31. The key provisions of the Bill are as follows–   

(a) Part 1 - sets out preliminary provisions such as the short title and provides for 
the commencement of the Bill; 

(b) Part 2 - sets out the appointment, functions and powers of the Commissioner 
and DAs, including the issue of CoPs; 

(c) Part 3 - provides for the ascertainment of CIs and the designation of CIOs and 
CCSs and the power to obtain information for such ascertainment and 
designation as well as for ascertaining the compliance of obligations etc.; 
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(d) Part 4 - sets out the statutory obligations of CIOs; 

(e) Part 5 – provides for the Commissioner’s powers to respond to computer-
system security threats and incidents; 

(f) Part 6 - sets out the Commissioner’s and DAs’ powers to investigate offences 
under the Bill; 

(g) Part 7 and Schedule 7 – provide for matters relating to appeal, including 
appointment of appeal panel and appeal procedures;  

(h) Part 8 – provides for miscellaneous matters, such as the preservation of 
secrecy, appointment of authorized officers and the Secretary for Security’s 
power to amend the Schedules to the Bill by subsidiary legislation; 

(i) Schedule 1 – provides for the list of sectors of essential services specified for 
purposes of definition of CIs; 

(j) Schedule 2 – provides for the list of DAs and categories of regulated 
organizations; 

(k) Schedule 3 – provides for the scope of computer-system security management 
plans and emergency response plans;  

(l) Schedule 4 – provides for the scope of computer-system security risk 
assessment; 

(m) Schedule 5 – provides for the scope of computer-system security audits; 

(n) Schedule 6 – provides for time-related notification requirements for computer-
system security incidents. 
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  D   

LEGISLATIVE TIMETABLE 

32. The legislative timetable will be as follows – 

Publication in the Gazette  6 December 2024 

First Reading and commencement of Second 
Reading debate 

 11 December 2024 

Resumption of Second Reading debate, 
committee stage and Third Reading 

 To be notified 

IMPLICATIONS OF THE BILL  

33. The financial and civil service, and economic implications of the Bill are at 
Annex C.  The Bill does not contain any express binding effect provision and is in 
conformity with the Basic Law, including the provisions concerning human rights.  It 
has no environmental, productivity, gender or family implications, and no sustainability 
implications other than those set out in the economic implications paragraph at Annex C. 

PUBLIC CONSULTATION   

34. We have been engaging stakeholders (including organizations that may be 
designated as CIOs, computer-system security service providers, chambers of 
commerce and professional bodies, etc.) since 2023.  We consulted the LegCo Panel 
on Security (“the Panel”) on 2 July 2024, followed by a one-month consultation 
exercise which ended on 1 August 2024.  Almost all of the views received support the 
legislative regime or offer constructive suggestions.  52 out of 53 submissions 
received indicated support for the legislative proposal.  We have also made timely 
rebuttals against some unfounded criticisms and clarified misunderstandings.  We 
have also refined our proposal by taking into account views expressed by stakeholders 
(e.g. relaxing the timeframe for reporting serious computer-system security incidents 
from 2 hours to 12 hours after becoming aware of the incident, and from 24 hours to 48 
hours after becoming aware of other incidents).  A consultation report (a summary of 
which is at Annex D) was issued to the Panel for information on 2 October 2024.  The 
Panel supported the legislative proposal in general.   
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35. A briefing for major chambers of commerce and all stakeholders was held on 
1 November 2024 to brief them on the consultation report and consolidate their support.  
We have also arranged some 10 engagement sessions with selected key potential CIOs 
before the introduction of the Bill to gauge their views on the framework of the CoP.  
We also ensure stakeholders and members of the public have a clear understanding of 
the Bill through various promotional materials, including social media posts.  

PUBLICITY 

36. We will issue a press release and make available a spokesperson to answer 
media and public enquiries.    

ENQUIRIES 

37. For enquiries on this brief, please contact Ms Sandy Cheung, Principal 
Assistant Secretary for Security (E) at 2810 2632. 

Security Bureau 
4 December 2024 
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Annex B 

PROPOSED OUTLINE OF CODE OF PRACTICE (“COP”) 

Note:  

1. This proposed outline of CoP is for illustrative purpose only.  The exact contents of the 
CoP will be formulated by the Commissioner after commencement of the Bill, in 
consultation with relevant stakeholders as appropriate.  While a CoP is generally 
applicable to all Critical Infrastructure Operators (“CIOs”), the Commissioner may 
develop sector-specific CoPs having regard to the circumstances and needs of individual 
sectors. 

2. Designated Authorities may issue relevant CoPs for the CIOs regulated by them. 

(1) Reporting of material changes to computer systems (clause 22 of the Bill) 

1. Examples of “material changes”, such as (which may be circumstances-dependent) 
platform migration, server virtualisation, application re-design, integration or change in 
interdependency with external systems or other computer systems, etc. 

(2) Computer-system security management plan (clause 23 of the Bill) 

Key elements to be covered include: 

1. organization, authority, roles and responsibilities of the computer-system security 
management unit; 

2. suggested professional qualifications of the head of the computer-system security 
management unit; 

3. factors that a CIO should consider in formulating the policies, standards and 
guidelines, such as its own requirements on security, the regulatory requirements 
prescribed by other regulatory bodies for individual sectors; 

4. how risks related to a CIO and its CCSs can be identified, assessed, mitigated and 
monitored while formulating a computer-system security risk management framework; 

5. considering the national security risk and sanctions risk in procurement; 

6. devising measures to be taken (whether by contract or other means) when engaging a 
service provider to ensure that due diligence and reasonable endeavour have been 
exercised by CIOs to perform relevant obligations notwithstanding the engagement of a 
service provider 

7. establishing a monitoring and detection mechanism: 

 to define a baseline of normal behavior in the operation of the CCS and monitor 
anomalies against this baseline; 
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 to put in place procedures and processes to respond continuously and in a timely 
manner to any computer-system security incidents received by the monitoring 
system; 

 to establish mechanisms and processes to continuously collect and analyse 
information or intelligence relating to information security threats, including 
attacker methodologies, tools and technologies involved, and appropriate 
mitigation actions that can be taken; 

 to conduct regular review of the monitoring mechanism (at least once  every two 
years) to ensure that it is still effective with respect to its nature and technology 
advancement; 

8. computer-system security training: take into consideration the roles of all personnel 
involved in the operation of the CIO, including vendors, contractors and service 
providers, to formulate training programmes on various computer-system security 
approaches; 

9. adopting a “Security by Design” approach to ensure that security is an integral part of 
the CCS across its entire life cycle; 

10. implementing asset management to ensure that an up-to-date inventory of CCSs and 
other associated assets are properly owned, kept and maintained, and restricted for access 
on a need-to-know basis; 

11. implementing access control and account management: only authorized users and 
computer resources access control system are allowed to access the CCS while enforcing 
the least privilege principle; conduct review periodically; revoke all user privileges and 
data access rights that are no longer required; and maintain logs of all accesses and 
attempted accesses to the CCS; 

12. implementing privileged access management to ensure that only authorized personnel 
have access to the specific administrative capabilities needed; 

13. implementing cryptographic key management to ensure proper and effective use of 
cryptography to protect the confidentiality, authenticity and integrity of the information; 

14. implementing password management in accordance with a strong password policy; 

15. implementing physical security to ensure that data centres and computer rooms are 
located in a comprehensively protected environment; 

16. implementing system hardening by adopting both the least functionality principle and 
least privilege principle; the baseline configuration of computer systems should be 
developed, maintained and reviewed regularly; 
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17. implementing change management: the CIO should plan, monitor and follow up changes 
to production systems properly, and should back up system files and configurations 
adequately; 

18. implementing patch management by adopting a risk-based approach to promptly devise 
the appropriate patch management strategy for the CCS; 

19. developing appropriate policies and procedures for remote connection; 

20. developing management policies for portable computing devices and removable storage 
media; 

21. implementing backup and recovery policies to ensure the resilience of the system; 

22. implementing network security control to allow only authorized traffic to enter the 
network; 

23. adopting application security measures such as version control mechanism and 
separation of environments for development, so as to maintain integrity of an application; 

24. implementing log management: the CIO should provide sufficient information to support 
the comprehensive audits of the effectiveness and compliance of security measures; 

25. implementing cloud computing security to ensure proper protection; the shared 
responsibility for information security between the cloud service provider and the 
organization should be clearly defined and implemented; and 

26. implementing supply chain management by defining and establishing processes and 
procedures, through which the confidentiality and non-disclosure agreements are 
properly managed and reviewed. 

(3) Computer-system security risk assessment (clause 24 of the Bill) 

1. Matters to be covered for compliance with vulnerability assessment and penetration test  

2. Internationally recognized methodology and standards for reference 

(4) Computer-system security audit (clause 25 of the Bill) 

1. Relevant professional qualifications that an independent computer-system security 
auditor should possess; 

2. Scope of security audit; 

3. Internationally recognized methodologies and standards for reference; 

4. Details to be included in the computer-system security audit report and rectification plan 
to address non-compliances identified in the audit exercise. 
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(5) Incident response obligations 

1. Computer-system security drills (clause 26 of the Bill) 

 Possible themes and scopes of the drills which may be set by the Commissioner 

2.   Scope of the emergency response plan (clause 27 and Schedule 3 of the Bill) 

 Number of contact points for communication with the Commissioner on matters 
of computer-system security; 

 detailed timeframes (subject to those prescribed in the legislation) for reporting 
changes of contact points and other revisions to emergency response plan to the 
Commissioner; 

 structure, roles and responsibilities of the dedicated incident response team; 

 threshold for initiating the incident response protocol; 

 reporting procedures for ensuring compliance with the incident reporting 
obligations; 

 procedures for mitigating the impact of an incident and preserving evidence; 

 procedures for investigating the cause(s) and impact of an incident and for 
providing relevant information to the Commissioner in assisting the investigation; 

 recovery plan for the resumption of normal operation of the CI; 

 the CIO’s communication plan with stakeholders and the general public, including 
the establishment of structures and modes for communication and coordination; 

 post-incident review procedures, including the recommended measures for 
mitigating the risks and preventing reoccurrence; 

 measures to ensure that all relevant personnel are familiar with the emergency 
response plan; and 

 a review on its emergency response plan at least once every two years, or when 
any material changes arise in the operating environment of the CIO. 

3. Requirements for reporting computer-system security incidents (clause 28 and 
Schedule 6 of the Bill) 

 Scope and examples of reportable incidents 

 Suggested protocol for handling incidents, in particular those involving personal 
data leakage 

 Manners of reporting to the Commissioner to comply with reporting requirements 
upon becoming aware of a computer-system security incident. 
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Initial report 

– An initial report can be made by email, telephone or text message.  It 
should cover at least the nature of the incident, the system(s) being affected 
and the impact. 

– Time frame: for serious computer-system security incidents1: the report 
shall be made within 12 hours after becoming aware of the incident; for 
other computer-system security incidents: the report shall be made within 
48 hours after becoming aware of the incident. 

– If the initial report is made by telephone or text message, the CIO shall 
submit a written report within 48 hours after the initial report has been 
made. 

 Written report 

– The CIO shall submit a written report to the Commissioner using the 
incident reporting form specified by the Commissioner via a designated 
channel (e.g. official website) within 14 days after becoming aware of an 
incident, providing further details of the incident (including the cause(s), 
impact and remedial measures). 

 The CIO should provide updates on the reported incident to the Commissioner 
upon request or within the time frame specified by the Commissioner. 

 The CIO should also ensure that the relevant evidence is preserved and a proper 
investigation is conducted to identify the cause(s) of the incident, assess the impact 
or potential impact, and formulate security measures to prevent reoccurrence. 

－ 

                                           
1  A serious incident refers to a computer-system security incident that has disrupted, is disrupting or will be 

likely disrupt the core function of the critical infrastructure concerned.  For example, if the incident has or is 
about to have a significant impact on the continuity of essential services of the critical infrastructure, it may be 
regarded as a serious incident. 
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IMPLICATIONS OF THE BILL 

Financial and Civil Service Implications 

  The legislative proposal will have civil service and financial implications.  
Subject to the passage of the Bill, a new Commissioner’s Office will be set up under the 
Security Bureau (“SB”) to oversee the implementation of the legislative regime. 

2. We plan to create three permanent directorate posts and eight permanent non-
directorate posts, for the establishment of the Commissioner’s Office and the 
implementation of the legislative regime; and to arrange secondment of officers from the 
Hong Kong Police Force and the Digital Policy Office respectively to support the 
Commissioner’s Office in areas requiring their expertise, such as incident response.  For 
the creation of the three permanent directorate posts, we plan to seek the approval from the 
Finance Committee of the Legislative Council in mid-2025.  SB plans to be responsible for 
the operating expenses of Commissioner’s Office, including but not limited to 
accommodation, information technology infrastructure set-up, secretarial support of the 
Appeal Panel to be set up, etc. 

3. While the Bill does not apply to the Government, bureaux and departments 
(“B/Ds”) are required to comply with the detailed Government Information Technology 
Security Policy and Guidelines, which have been in place since the early 2000s.  Any 
relevant resources implications have been and will continue to be absorbed by individual 
B/Ds. 

 
Economic implications 

4. The legislative proposal should enhance computer-system security of Hong 
Kong’s critical infrastructures, and assure that economic activities enabled by these 
infrastructures are less susceptible to disruptions due to threats of cyberattacks.  This will 
help ensure Hong Kong’s economic security which is essential to its overall long-term 
economic development.  The legislative regime will also increase the demand for 
professionals in the computer field, and help nurture, attract and retain talent for the industry.  
At present, “cyber security specialist” is a profession covered in the Talent List, which could 
facilitate Mainland and overseas talents to come to Hong Kong under the relevant talent 
admission schemes.  In the longer term, we expect that the legislative regime would raise 
the awareness of the need to train the local workforce so as to acquire the requisite specialist 
skills, and to upkeep their skills through continuous training to cope with ever-changing 
demands.   
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SUMMARY OF VIEWS RECEIVED  
DURING CONSULTATION 

 
 We have been engaging stakeholders and LegCo since 2023.  A summary of 
major views received thus far and our responses is set out below.    

I. Scope of Regulation 

(a) Inclusion of “Information Technology” (“IT”) sector: We have received 
views that since IT is involved in the operation of critical infrastructures (“CIs”) 
in different sectors, there should be clearer criteria to define whether individual 
operators fall into the “IT” sector.  Given the society’s heavy reliance on IT 
infrastructure, we consider it an important sector that should be listed as one 
of the sectors to be regulated.  This is also in line with the practice in the 
United States, Australia, Singapore and the Mainland China.  In any event, 
we will maintain communication with the potential operators to be designated 
before making a designation. 

(b) No extra-territorial effect: The proposed legislation empowers the 
Commissioner to, in the course of investigating an incident or offence related 
to the statutory obligations of operators of critical infrastructures (“CIOs”), 
require CIOs to submit relevant information accessible to them in or from 
Hong Kong.  There are concerns that the proposed legislation may involve 
law enforcement actions against computer systems located outside Hong Kong.  
In response, we have emphasized that the Bill does not have extra-territorial 
effect as it does not purport to exercise long-arm enforcement jurisdiction over 
places outside Hong Kong.  The Commissioner will only request information 
that is accessible by operators in or from Hong Kong, which is entirely in line 
with the principle of territorial jurisdiction.  The Commissioner will allow 
CIOs reasonable time for complying with the requirement.   

II. Target of Regulation – Critical Computer Systems (“CCS”) 

(c) “Interconnected systems”:  In view of the concerns that the coverage of 
“interconnected systems” as CCS might be too extensive, after taking into 
account the situation of Hong Kong and drawing reference from the relevant 
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legislation in other jurisdictions (such as the United Kingdom (“UK”)), we 
have modified the scope of the computer systems that may be designated as 
CCS to remove the concept of “interconnected systems”.  The Bill provides 
that computer systems which are essential to the core functions of the CI and 
are accessible by the CIO in or from Hong Kong may be designated as CCSs.  
The factors that may be taken into account by the Commissioner are also set 
out in the Bill.  Stakeholders have responded positively to such revised 
proposal. 

III. Obligations of CIOs 

Category 1 Obligations (Organizational) 
 
(d) Removal of requirement to report changes in ownership: In the light of 

comments that there might be technical difficulties in reporting changes in 
ownership, given CIOs are often large corporations or listed companies the 
“ownership” of which may often change, we have removed the requirement of 
reporting changes in ownership.  Upon review, and drawing reference from 
the relevant legislation in other jurisdictions, including the UK and Macao 
SAR, we consider that the report of change in operatorship should be sufficient 
for updating designations.  Stakeholders have responded positively to the 
revised proposal. 

(e) Hiring competent computer security personnel as supervisor: Some 
stakeholders have expressed concerns about the shortage of relevant talents to 
be hired for setting up a computer-system security management unit.  In this 
regard, we will incorporate the requirements concerning the qualifications of 
the supervisor of the computer-system security management unit into the Code 
of Practice (“CoP”) as recommended standards, so as to provide CIOs with 
greater flexibility in hiring suitable candidates.  Stakeholders have responded 
positively to such revised proposal. 

Category 2 Obligations (Preventive) 

(f) Scope and standards of assessments and audits: We have received views 
that there should be clearer descriptions of the scopes of assessments and 
audits, the standards to which reference could be made and the format of 
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incident reports.  In developing the content of the CoP, we will make 
reference to the latest technology and international standards, and draw up 
recommended standards that conform to the statutory requirements.  
Stakeholders will also be consulted as appropriate to ensure that the CoPs will 
provide guidance which best suits their needs. 

Category 3 Obligations (Incident Reporting and Response) 

(g) Incident reporting timeline: In view of concerns that it would be difficult for 
CIOs to report a serious computer-system security incident within two hours 
after becoming aware of the incident (or within 24 hours after the occurrence 
of other incidents), and having made reference to the relevant requirements in 
the UK, the EU and the US, we have relaxed the time frame for reporting 
serious computer-system security incidents from 2 hours to 12 hours after 
becoming aware of the incident (other incidents relaxed from 24 hours to 48 
hours).  

Meanwhile, to ensure effective and early identification of and response to 
incidents, we have empowered the Commissioner to proactively conduct 
“early investigation” of any event that has or is likely to have an actual adverse 
effect on CCS (e.g. a disruption or failure of CCSs) to ascertain the cause of 
such an event.  This is added with reference to the practices in Singapore and 
Australia.  Stakeholders have responded positively to such revised proposal. 

 
IV. Commissioner’s Office 

(h) Interface with the Office of the Privacy Commissioner for Personal Data 
(“PCPD”): As CIOs might have to report a computer-system security incident 
to both the PCPD and the Commissioner if the incident involves leakage of 
personal data, some have expressed concerns that there might be duplication 
of efforts by the CIOs.  It should be noted that there is currently no statutory 
mechanism for mandatory notification of personal data breach incident to the 
PCPD, although data users are encouraged to do so.  In any event, we have 
explained that the purposes for reporting a computer-system security incident 
to the Commissioner and a personal data breach incident to the PCPD are 
different, and so are the follow-up actions.  The Commissioner is responsible 
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for identifying the cause of the computer-system security incident and 
plugging the loopholes in an incident and does not focus on personal data, 
whereas the PCPD focuses on ensuring all data users comply with the 
requirements of the Personal Data (Privacy) Ordinance (Cap. 486) on the 
protection of personal data. 

V. Designated Authorities (“DAs”) 

(i) Sectors regulated by sectoral regulators: Potential CIOs in the Banking and 
Financial Services sector and those in the Telecommunications and 
Broadcasting sector have expressed views that their respective existing 
regulatory regimes should be adopted or incorporated into the proposed 
legislative regime, so as to reduce their compliance costs.  The introduction 
of the mechanism of regulation under the Bill by DAs in specific sectors has 
been designed to address this concern.  Under the proposed legislative regime, 
certain sectoral regulators will be designated as “DAs”, responsible for 
monitoring compliance of Category 1 obligations (organizational) and 
Category 2 obligations (preventive) by CIOs regulated by the DAs.  DAs 
may issue CoPs to provide guidance on compliance with such statutory 
obligations under the Bill with reference to prevailing and/or trade standards 
as appropriate.  This approach allows the DAs to establish sets of standards 
and requirements that best suit the sectors’ needs.  Stakeholders have 
responded positively to such proposal. 

 
VI. Penalties 

(j) Penalty levels: Some have expressed views that the penalties under the 
legislative regime are excessive.  We have emphasized that the legislative 
intent is not to punish the CIOs.  The purpose of the offences and penalties is 
to ensure that the legislation can be effectively implemented and enforced.  
The fine levels are commensurate with the scale of business of CIOs and have 
been formulated with reference to the situation in Hong Kong and similar 
legislation in other jurisdictions (e.g. Macao SAR). 

(k) Third-party service providers: Some have expressed concerns that it is 
difficult to ensure that third-party service providers (particularly those located 
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overseas) would comply with contractual agreement to deliver services in 
compliance with the legislation.  We have emphasized that while CIOs may 
engage third-party service providers, CIOs still need to fulfil the relevant 
statutory obligations under the legislation.  More guidelines on how to meet 
the threshold of “due diligence” in discharging their categories 1 to 3 
obligations will be included in the CoP, which will serve as reference for CIOs 
when engaging third-party service providers or drawing up and enforcing 
contracts with them. 

VII. Investigation powers of Commissioner  

(l) Access to computer systems of CIOs: Some have expressed concerns about 
the Commissioner’s power to access CCSs.  The proposed legislation 
stipulates that only when a CIO is unwilling or unable to assist in the 
investigation by the Commissioner or respond to a threat or incident on its own 
would the Commissioner consider applying to a magistrate for a warrant to 
gain access to CCSs in view of public interest, so as to respond to the incident 
and take necessary remedial measures.  A warrant will only be issued if the 
magistrate is satisfied that all the conditions specified in the Bill are met.  The 
power of entry to premises may be exercised without a warrant exceptionally 
and only in case of emergencies.  Relevant regulators in other jurisdictions 
(such as Australia and Singapore) also have similar powers which do not even 
require judicial authorization as a general rule. 

(m) Potential access to sensitive data: The proposed legislation requires CIOs to 
report material changes concerning the design, configuration, security or 
operation of CCSs.  Some have expressed views that the information reported 
should not involve sensitive or confidential information.  In response, we 
have emphasized that the proposed legislation does not target the personal data 
or trade secrets in the CIOs’ computer systems.  Moreover, the Commissioner, 
DAs and all personnel employed or appointed in connection with the 
performance of functions under the Bill will be subject to statutory obligations 
to preserve secrecy, and unauthorized disclosure may render them liable on 
conviction to imprisonment.  
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